SSDF Playbook Process Cost Estimate
The Secure Software Development Framework (SSDF) project provides the following cost and resource estimates to implement 2025 SSDF requirements. This document provides budgeting guidance to R&D Project Managers (PM) for 2025.
SSDF benefits are outlined in the SSDF Playbook. Notable enhancements include:
· Automated software build processes (Azure DevOps (ADO))
· Automated Static Analysis Security Testing (SAST) scanning (Checkmarx)
The estimated costs for these new processes are outlined in this document from an IT, SQA, and R&D software development perspective. The costs can be broken into three parts: 
· Infrastructure Costs
· SQA Labor Costs
· R&D Development Costs
Infrastructure Costs
These costs are fixed and incurred by the software deliverable annually.
Estimated Additional 2025 Annual Costs: $0 to ~$2,000 Per software deliverable.
	SSDF Requirement
	Description
	Required
	Cost
	Frequency

	Azure DevOps Account
	Access to source code repo and pipelines.
	Yes
	$72 in 2025 charged to User Cost Center
	Per User/Year

	Checkmarx (SAST Scanner)
	Source Code Scanner
	Yes
	$1,150 in 2025 charged to deliverable
	Per deliverable Production ID#/Year

	Qualys (DAST Scanner)
	Web Security
Scanner
	Required for websites (SWS)
	Cost in 2025 covered by IT
	N/A

	AquaSec Container Scanner
	Scans containers for security vulnerabilities
	Required for containerized software
	$1,920 in 2025 charged to deliverable
	Per deliverable Production ID#/Year

	File Upload Scanner (OPSWAT)
	Scans uploaded files for security vulnerabilities
	Required if user uploads file(s)
	Cost in 2025 covered by IT
	N/A


Software Quality Assurance Costs
Setup Costs
The SQA costs will vary. The most influential factors are the scope and complexity of the product along with the number of review cycles required. Software quality will impact SQA testing, possibly requiring multiple rounds. SQA costs are $122/hour on average. The following estimates are for one software deliverable release cycle (i.e., one Pre-Production (Beta) and one Production (Final Acceptance)).

Estimated 2025 SQA Labor
	Task
	Estimated Labor Range (Hours)
	Calendar Time 
(Bus. Days)

	Azure DevOps Repository
  initial setup and ongoing use
	4 – 10
	1 – 2

	Azure DevOps Pipelines
    Setup, utilization, and maintenance
	12 – 24
	1 – 5

	Setup Collaboration Tools
   Jira and Confluence
	4 – 6
	1 – 2

	SQA Review[footnoteRef:1] [1:  Includes acceptance testing, execution, and review of scans, transfer to EPRI software center, activation on epri.com, and promotion to the test environment (for web applications).] 

	20 – 80 
	5 – 15

	Total:
	40 – 120 
	8 – 24


Annual Security Scanning Cost
All active Subscriber Websites (SWS) will be scanned by the DAST Qualys Web Application Scanner or the SAST Checkmarx Source Code Scanner on an annual basis. The SWS will be scanned either at:
1. Active development Phase (e.g., Developer request scan, SQA testing submittal, etc.) or
2. In Jan-Feb. time frame if there is no planned active development for the year.

All active SWS need to budget for the annual scans (1 – 4+ SQA hours avg.) and developer costs to remediate the vulnerabilities (0 – 20+ development hours avg.).

	SSDF Requirement
Qualys/Checkmarx
	Description
	Required
	Estimated Labor Range (Hours)
	Frequency

	Scans by SQA
	For active SWS
	Yes
	1 – 4+
	Annual Scan

	Remediation by Developer
	For active SWS
	Yes
	0 – 20+
	Remediation


R&D Development Remediation Costs
The following costs are dependent on software complexity, schedule, and labor rates. The actual cost and time impacts will vary depending on the application and should be adjusted as appropriate. The software deliverable project cost related to these activities are not associated with SQA’s costs. All items in the tables below are required in 2025.
Web Applications
Estimated 2025 Software Developer Labor Planned For
	SSDF Requirement
	Estimated Labor Range
(Hours)
	Calendar Time 
(Bus. Days)

	Checkmarx SAST Remediation
  scan, remediate, obtain approval
	12 – 24
	5 – 15

	Qualys DAST Remediation
  scan, remediate, obtain approval
	12 – 24 
	5 – 15

	Nexus Dependency Registration
  If required
	12 – 24 
	5 – 15

	AquaSec Container Scan Remediation
  If software requires containers
	12 – 24
	5 – 15

	Total:
	48 – 96
	20 – 60


Desktop Applications
Desktop applications have variability, the estimates are for a ‘medium-sized’ application.
Estimated 2025 Software Developer Labor Planned For
	SSDF Requirement
	Estimated Labor Range
(Hours)
	Calendar Time 
(Bus. Days)

	Checkmarx SAST Remediation
  scan, remediate, obtain approval
	12 – 24
	5 – 15

	Total:
	12 – 24
	5 – 15
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