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Software Quality Assurance (SQA)
Software Usability Testing Checklist

This document is a comprehensive EPRI Testing Checklist used by SQA to ensure software deliverables meet quality standards across multiple areas. It covers detailed checklists for Documentation, Installation, Sample Problems/Tutorials, Graphical User Interface (GUI) and Stress Testing, Mobile Applications, Subscriber Website (SWS) Applications, and Open-Source Applications. 

Each section (short-cuts available) includes specific actions to verify completeness, consistency, usability, functionality, security, and compliance with EPRI templates, legal requirements, and technical specifications. The checklist ensures thorough validation of manuals, installation processes, user interfaces, error handling, platform compatibility, and adherence to organizational policies before software approval or release.

QUALITY TESTER:      
REVIEW DATE:      

Documentation – Installation – Sample Problems – GUI & Stress Testing
Mobile Applications – Subscriber Website (SWS) – 
Spreadsheet Applications – Open-Source Applications


[bookmark: _CHECK-IN_CHECKLIST]Completed: þ, ý or N.A. (Not Applicable)
	[bookmark: _DOCUMENTATION_CHECKLIST_1][bookmark: DOCUMENTATION_CHECKLIST]DOCUMENTATION CHECKLIST



	Action
	Completed

	Was the Software/User manual provided in Microsoft Word or Adobe PDF format?
	

	Does the user manual provided follow the EPRI Software Manual Template:
https://swdev.epri.com/sites/g/files/fryaxh196/files/documents/SW_2025_Template.dotm 
Check the following are included:
· Cover (EPRI Logo, Software Name, Software ID Number, License Logos and Notices)
·  Title (Software Name, Date, Software Manual Name) 
· Disclaimer (Disclaimer of Warranties notice, Ordering information, and the Copyright notice).
· Final page: (Export Control, Copyright notice, EPRI Summary, and EPRI Address and Telephone)
	

	Is the correct EPRI Copyright Notice used in the software, including the executable, source code, splash screens, and documentation (e.g. Copyright © 2025 Electric Power Research Institute, Inc. All Rights Reserved.) if applicable?
	

	Are the system requirements (e.g. hard disk space, RAM, required platforms, monitor resolution, etc.) required to install and run the application provided? Note: If no manual is provided, this information must be available in a Readme.
	

	Are the Table of Contents and List of Figures consistent (e.g. page numbering, section titles, etc.)?
	

	Are the page numbers consistent?
	

	Do the page numbers follow the “section”- page number” format? (e.g., page one of section one should be 1-1 and page three of section four should be 4-3).
	

	Are there any spelling, font style, and/or grammatical errors visible?
	

	Are all bullets and paragraph formats consistent?
	

	Are all screen shots consistent with what is seen on the application screen (e.g. installation process, test case inputs/outputs, etc.)?
	

	Are the names of dialog boxes, buttons, input fields, and menu commands listed consistent with what is seen on the application screen?
	

	Does the documentation use the full name and acronym the first time it is used (e.g., Electric Power Research Institute (EPRI))?
	

	Does the manual describe the functions of the program and what the program does?  The manual should say exactly what the program does.
	

	Are figure titles consistent with screen shots and descriptions?
	

	Is the EPRI Contact information correct?  
Electric Power Research Institute (EPRI)
3420 Hillview Avenue, Palo Alto, CA  94304-1338 USA
Phone: 800-313-3774 
Web site: www.epri.com  
E-mail: askepri@epri.com
	

	Is the Customer Assistance Center (CAC) Contact information correct? 
Phone: 800-313-3774 
E-mail: askepri@epri.com
	

	Are all the references (i.e. URL’s) in the documentation correct?
	

	Does the Index coincide with the actual Chapters, References, and Appendices?
	

	Are the installation instructions applicable to all required platforms or does each platform have different instructions? Check to see if one platform is used throughout the manual, as all descriptions are to be consistent with that platform, except if the documentation refers to several platforms. 
	

	Are there instructions for all supported Windows operating systems, which include Windows 10 and Windows 11? If the software runs on UNIX or Linux, are there instructions for UNIX or Linux provided? 
	

	Are the installation instructions in the Manual/Readme helpful for completing the installation?
	

	Are the Client-Server Application installation instructions helpful for completing the installation?  Are there sufficient installation/setup instructions to allow user/IT personnel to setup the server and clients?  Are the system requirements listed for the server and individual clients? - Only Applicable to certain software!
	

	Are there any special requirements to install/run the software? If yes, is it clearly documented in the manual (e.g. 3rd party software, hardware/software key, etc.)?
	

	Are the system requirements clearly stated in the manual/Readme (e.g. 3rd party software, RAM, disk space, processor, monitor settings, etc.)?
	

	Are there any instances of the phrases, “or later”, “or higher”, “or greater”, “or better”, “minimum”, and/or “at least” used to describe software requirements.  If yes, they must be removed as all software requirements must be specific.
	

	Is the default installation directory provided in the installation instructions? Does the installation match the stated directory?
	

	If there is a login screen, does the documentation state what information is needed and where it can be obtained? - Only Applicable to certain software!
	

	Is a Readme file (with installation requirements and instructions) available prior to installation if the user manual is not?
	

	Are there sufficient installation/setup instructions for all required 3rd party software (e.g. Oracle database, MDAC, JAVA, Crystal Ball, etc.) that a user/IT personnel can follow to setup the application?  
	

	Are the following answered in the documentation for Hardware Keys:   
· Is the port specified?  
· Is it necessary to periodically renew the key (i.e. some expire on predetermined dates or usage)?  
· Does the user need a new key if they move the software to another machine? 
· If the user needs to obtain a new key, does the software provide the current contact information?
- Only Applicable to certain software!
	

	Are the following answered in the documentation for Software Keys: 
· Is it necessary to periodically renew the key (i.e. some expire on predetermined dates or usage)?  
· Does the user need a new key if they move the software to another machine?  
· If the user needs to obtain a new key, does the software provide the current contact information? 
· Is it clear who to call for this key? 
· Is there a password to unlock this key?
- Only Applicable to certain software!
	

	Are there instructions for testing the expiration time of the hardware and/or software key in the documentation? - Only Applicable to certain software!
	

	



Platform Key: P = Personal Computer (Windows 10/11); U = UNIX; L = Linux
	[bookmark: _INSTALLATION_CHECKLIST][bookmark: INSTALLATION_CHECKLIST]INSTALLATION CHECKLIST



	Action
	Completed

	Installation

	Is the installation package complete (i.e. Zip file or Executable, installation instructions, software/hardware keys, 3rd party software required, etc.)? Note: It is not necessary that install package contain all 3rd party software required for the setup if the User Manual provides the URL’s to obtain them.
	

	Was a SentinelOne security scan completed? Did SentinelOne quarantine/block any files?
	

	Is there a Copyright and Disclaimer of Warranties notice in the software (i.e. During the installation process, on the application launch screen and in the Help/About)? See:
https://swdev.epri.com/sites/g/files/fryaxh196/files/documents/Copyright Notice.doc 
	

	During the installation, does the software give error messages regarding sufficient disk space, processor, RAM , monitor settings, 3rd party software, etc.? Note any error messages.
	

	Does a previous version of the software exist? If yes, does the Installer give you the option of uninstalling the previous version or saving the new version under a different name/directory?  If not, does the software installer overwrite the previous instance (e.g. lose user data)?
	

	Does the software use an install utility (e.g. InstallWizard, etc.)? If not, are the installation steps easy to follow?
	

	Can the software be installed in a non-default directory?
	

	During the installation procedure, do the Back, Exit, Cancel, and Resume options work properly?
	

	During installation, does the software show the status/progress of the installation (e.g. Status bar) Does it take longer than described?
	

	Are installation customizations (e.g. Typical, Custom, Full, etc.) available? If yes, are they explained?
	

	Do all installation options work (e.g. repair, uninstall, etc.)?
	

	Does the software install only when logged in as an Administrator or also as a normal user? Login with your credentials:
· Guest user: [username]+ gt 
· Regular user: [username] 
· Administrator user: [username]+ ad 
Observe installation processes with different user permissions.
	

	Are the installation instructions consistent with the documentation?
	

	Does the installation process flow have instructions and flow logically?
	

	Is third party software required? Is it stated in the manual or submittal information? If yes, is it an Open-Source software? Is it being included as part of the distribution package? Does EPRI have the proper license for an Open-Source software distribution?
	

	Is the application corresponding with the Operating Systems correctly?
	

	Are the changes made during the install process available when the machine is rebooted (i.e. desktop icons)?
	

	Is the start menu created?
	

	Can you confirm the location of the installation directory?
	

	Can you complete installation without rebooting the computer?  If you must reboot, are you asked?
	

	Should the application be available to all users or just user(s) that installed the application?
	

	Do the uninstall instructions clearly inform the user that an uninstall program is used to remove the software?  If yes, do the instructions provide clear steps for locating and running the uninstall program?
	

	Do the uninstall instructions clearly inform the user that to remove the software, the installed folders and files must be manually deleted?  If yes, do the instructions clearly identify and locate the folders and files that must be deleted?
	

	Can the application be installed and uninstalled numerous times, stress testing it with unintended options and user behavior?
	

	If application uninstalled and computer rebooted, do any of the application’s files still exist in the system? (e.g. files in the program file, app data, or documents) 
	



	[bookmark: _SAMPLE_PROBLEMS_/][bookmark: SAMPLE_PROBLEMS]SAMPLE PROBLEMS / TUTORIAL CHECKLIST



	Action
	Completed

	Are the sample problem topics relevant to the features in the software?
	

	Are there at least three sample problems or one tutorial?
	

	Do the sample problems or tutorial cover a wide-range of the software’s features and capabilities?
	

	Are the instructions provided in a logical, step-by-step order?
	

	Are the instructions clear and understandable?
	

	Are the sample problem results identical (i.e. graphs, tables, etc.) between those in the software and the results in the software manual?
	

	Do the screen shots in the software match the screen shots provided in the software manual?
	

	Can the sample problem inputs be saved and reopened on all platforms? - Only Applicable to certain software!
	

	Do the import and export functions work on different platforms?
	

	Do the sample problems function and generate the same results on all required platforms?
	

	Does running the sample problems again after re-installation generate the same results as the initial run through?
	

	Do sample problems include sample outputs (e.g. expected results)?
	

	Do the provided input and output data file names match those listed in the software manual?
	

	When creating sample problem files, do the instructions ask the user to create the file at the beginning of the sample problem?  Do the instructions ask the user to save the file at periodic times throughout the sample problem and at the end of the sample problem? Does the created input and output data file names match those listed in the software manual?
	


[bookmark: _DOCUMENTATION_CHECKLIST]

	[bookmark: _GRAPHICAL_USER_INTERFACE,][bookmark: gui]GRAPHICAL USER INTERFACE, FUNCTIONALITY, & STRESS TESTING CHECKLIST



	Action
	Completed

	Graphical User Interface (GUI)

	Is there an On-Line Manual and/or Help File available?
	

	Do the hyperlinks within the Help file take the user to the correct help information?
	

	Are the Help pages in order and consistent with the Help Table of Contents? 
	

	Does the software support International Units? 
e.g., the software should be able to accommodate both format: 1.000.000,00 (comma as decimal separator) vs 1,000,000.00 (dot as decimal separator).
 
If the software does not support international units, has an exception from the sector management been granted?

	

	Does the software function correctly when regional settings are changed? 
	

	Do the program window(s) fit on the monitor screen along with all the text, even at low display resolutions (i.e. 800x600 at a minimum)?
	

	When opening another window, does it appear active, accessible, and visible?
	

	Does all text fit in the opened window?
	

	Do the window titles match the window’s function?
	

	Can the windows be resized? Are scroll bars available when the application window is maximized and minimized? Note: Some applications have default window size and cannot be resized and do not have scrollbars.
	

	When switching from one window to another window, does the active window appear on top of all others, or does it appear behind the others?
	

	Does a minimized or closed window leave a blanked section on other windows that it once overlapped?
	

	Are the menu boxes, windows, etc. self-consistent throughout the program?
	

	Are the menu boxes, windows, etc. consistent with current industry standard GUI?
	

	Do the screen shots from the software manual match what you see in the program window?
	

	Does the “x” button in the upper right corner of the window close the program?
	

	Does the “_” button in the upper right corner of the window minimize the program?
	

	Does the “□” button in the upper right corner of the window maximize the program?
	

	Does the GUI freeze up when a window is minimized or maximized?
	

	Do all charts and graphs include the following information: units of measurements, meaningful titles and axis labels, standard scaling practices, a key?
	

	Are the included charts and graphs cluttered with superfluous information?
	

	Are tables only used for tabular data and not for layout, spacing, or other utilitarian needs?
	

	Do all tables have clear, concise, and accurate row and/or column headings?
	

	Do tables have filter functions? If so, is there a clear indicator of this functionality (e.g. filter logo or carrot)? Do the filters function as expected?
	

	Do all buttons clicked on, function as expected?
	

	Can the user use keyboard shortcuts (e.g. “Alt-F” for file menu, etc.) in lieu of pull-down menus?
	

	Are all keyboard shortcuts listed function (i.e. “Ctrl+C” for copy)?
	

	Does the “Alt+Tab” keyboard function work for all parts of the application?
	

	Does the tab key access the dialog fields and/or buttons in a logical order (e.g. Left-Right, Top-Bottom)?
	

	Do all menu commands function as expected?
	

	Are all non-functional buttons grayed out?
	

	Is all the text present in the dialog boxes, windows, etc. spelled correctly?
	

	Are all read-only data fields “locked”? Can the user change it to a different value?
	

	Does the About menu, provide the correct contact information?
	

	Are the Help topics available to print?
	

	Does the key (e.g. software and/or hardware) expiration message provide accurate renewal information? - Only Applicable to certain software!
	

	Does sound play clearly?
	

	If viewing screen captures, pictures, movies, graphics, and/or listening to sound that does not seem like standard EPRI material, have the proper licenses or permissions to use this material been obtained?  If unsure, contact the software’s project manager.
	

	Is the user allowed to Copy/Cut/Paste, Import/Export, Add/Edit information between common software programs (e.g. Microsoft Office) and the EPRI software?
	

	Are interactive graphs equipped with filtering and querying features, if there is data that warrants this addition?
	

	If table headings are sortable, are there provided cues to indicate this functionality to the user (e.g. visual carrot)?
	

	Is the user provided with the ability to export table data into standard file types (e.g. .pdf, .csv)?
	

	Do all unit conversions change as expected?
	

	Stress Testing

	Does the application cause other applications to have issues (i.e. freezing, becoming unstable, etc.)?
	

	Does the application print without crashing?
	

	Does the application crash or give error messages if you try to print without a printer installed?
	

	Does the application crash or give error messages if you change the test data (i.e. provided in the testing database, data file(s), spreadsheet, etc.)?
	

	Does the application crash or give error messages if you enter extremely long strings of values into input fields, then repeat the process with letters, then repeat with mixed values and letters?
	

	Do you get a warning when an incorrect entry is made in an input field?
	

	Does the application implement range checking (e.g. Values, Date, etc.)? Does it catch values that are out of context?
	

	Does the application crash or give error messages if you insert alpha numeric characters into number fields and vice versa; continue clicking on a key until the field stops accepting values; enter the maximum #; enter the minimum #; enter a negative number; or enter a number larger than the allowed limit? Check to ensure that the results given are proper and within range. 
	

	Are there error messages that warn the user when an invalid character has been entered (i.e. character in a field that requires numerical values, vice versa)?
	

	Are all error messages clear and include instructions on how to correct the error(s)?
	

	Does the application provide error messages for illegal or incorrect operations?  If yes, do the error messages have clear instructions as to how to resolve the problem?
	

	Does the application provide error messages when using the application in a manner not intended by the developer (i.e. stress testing)? Does the application respond with appropriate error messages?  Does it crash or lock up the machine?  When stress testing client-server applications/software, check if the server and client respond as expected.
	

	Does the application detect that the user has tried to open an invalid file and tells the user how to fix the problem?
	

	Does the UI element match the page load time? (i.e. load times of 1.0 – 9.9 seconds should display a circular progress icon over the cursor, while load times greater than 10 seconds should display a percent-done progress indicator).
	

	Does the About menu contain accurate EPRI contact information?
	

	Do all calculations (e.g. currency, etc.) in the application function as expected?
	

	Does the Export/Import feature function between programs in a suite of programs? Does the exported file have the expected contents? Does the software reject invalid/corrupted file during import? 
	

	If software requires a Hardware and/or Software key, does it function if the key is not utilized properly (i.e. key is removed)? - Only Applicable to certain software!
	

	If software requires a Hardware and/or Software key with an expiration date, does changing the date past the expiration date result in the software expiring or still functioning? Check to ensure the message given provides accurate contact information for renewing the key if expired. - Only Applicable to certain software!
	

	Safety-Related Software: Do any of the “Q” software error notifications or user/vendor concerns (if any) impact usability?
	



	[bookmark: _MOBILER_APPLICATION_CHECKLIST][bookmark: MOBILER_APPLICATION_CHECKLIST]MOBILE APPLICATION CHECKLIST 
(Additional Testing Items)

	Action
	Completed

	Has the mobile application been approved by Digital Solutions?  This approval is required prior to the SQA approval for app store distribution.
	

	If released after January 1, 2024, does the Mobile application follow the Web & Mobile User Experience Guide Version 5.0 requirements?  
	

	Has the mobile application been approved by Information Security for applicable security requirements? This approval is required prior to the SQA approval for app store distribution.
	

	Can the application be successfully installed on the supported devices (e.g. Apple, Android, etc.)?
	

	Can the application be successfully un-installed from all installed devices?
	

	Does the preproduction submittal contain the EPRI Legal Beta Splash Screen?  Was the EPRI Legal Beta splash screen removed from the Final Acceptance submittal?
	

	Does the application launch a Help/About screen(s) that contains the EPRI Logo, application name and version, contact information, EPRI copyright, etc.?
	

	Does the application icon execute the application?
	

	Can the application be started, closed, and restarted, always maintaining a reasonable load time?
	

	If you saved content to the application, is it still present when you reopen?
	

	Can the user exit the application using all expected exit options (e.g. Device Home button, application End or Exit feature, etc.)?
	

	Does the application cause interference with the installed device functions (e.g. disables device buttons, etc.)?
	

	Does the application affect/change other applications?
	

	Does the application contain any broken links (internal or external)?
	

	If the application is running and the device is inserted and removed from a charger, does that cause any problems?  If yes, is the proper warning message displayed?
	

	Do continual key pad entries cause any problems?
	

	Does the screen adapt to the mobile device being tested on? (Landscape and Portrait) 
	

	Does the application crash if other applications were opened and on standby?
	

	Does the application track finger movements intelligently and with reasonable reaction time?
	

	Can secondary mobile features still be used/visible while the application is loaded (e.g. toolbars, quick-menus, battery power indicator, clock, network signal, etc.)?
	

	Are notification preferences manipulated with due to the application.  If the user activated alarms, receives a text, or an email comes through, are these notifications still visible?
	

	Does the application change any of the user’s settings without their permission?
	

	Does the application icon adhere to the same properties as other icons?  For example, when the icon is held down, can the app be moved around, deleted, and added/removed from folders?
	

	Does the application access the user’s private information or any other apps without their permission (e.g. uses the camera feature or sends push-notifications without consent)?
	

	Are the supported operating systems and platforms – phone/tablet clearly documented?
	

	Is the optimal display dimensions, orientation(s), and/or form factor clearly documented?
	

	Are other integrated applications working well this app (i.e. 'adding content to ‘Notes’ application in iOS, sharing the information using Gmail from the actual application, adding to ‘Reminder’, etc.).
	



	[bookmark: _WEB_APPLICATION_CHECKLIST][bookmark: SWS]SUBSCRIBER WEBSITE (SWS) APPLICATION CHECKLIST 
(Additional Testing Items)

	Action
	Completed

	Has the SWS application been approved by Digital Solutions?  This approval is required prior to the SQA approval for SWS distribution.
	

	If released after January 1, 2024, does the Mobile application follow the Web & Mobile User Experience Guide Version 5.0 requirements?  
	

	Has the SWS application been approved by Information Security for applicable security requirements? This approval is required prior to the SQA approval for SWS distribution.
	

	Does the application pass all Open Web Application Security Project (OWASP) security requirements (e.g., OWASP Top Ten)?
	

	Is the URL on epri.com (e.g., xyzApptest.epri.com (Testing Server); xyzApp.epri.com (Production Server))?  It should not be on another company’s server without an exemption.
	

	Does the application function on Mozilla Firefox (current release), Google Chrome (current release), Microsoft Edge (current release), and Safari (current release)?
	

	Does the application require and function on current EPRI supported Databases (e.g., SQL, Postgres)?
	

	Does the sqaswstest etester account successfully login?
	

	Does the application contain an About page?
	

	Does the application contain a Help or Tutorial section?
	

	Does the application contain contact information?
	

	Does the application open a new browser window if going to an external link or downloading content (e.g. footer hyperlinks)?
	

	Does the application contain broken links, links that take user to the wrong location, etc.?
	

	Does the application validate/error check all input fields?
	

	Do all buttons function?
	

	Does sound function?
	

	Are there any spelling and grammar errors in the content text?
	

	Is the application content logically organized? Does the location of the content make sense?
	

	Do calculations, loading of graphics, or retrieving data from the database slow the application performance?
	

	Does the application use the EPRI Footer Template? 
Template available at: http://sites.epri.com/general/sws_footer.html 

Careers | Contact EPRI | Copyright Policy | Privacy Statement | Terms of Use 
800.313.3774 or 650.855.2121
EPRI 3420 Hillview Avenue, Palo Alto, California 94304
© Electric Power Research Institute, Inc. 2001-2025 All rights reserved
	

	Does the application utilize the Google Analytics Code (GA4) code below? 

<!-- Google tag (gtag.js) -->
<script async src="https://www.googletagmanager.com/gtag/js?id=G-5V1LKDM2DY"></script>
<script>
  window.dataLayer = window.dataLayer || [];
  function gtag(){dataLayer.push(arguments);}
  gtag('js', new Date());
 
  gtag('config', 'G-5V1LKDM2DY');
</script>

	

	Is a scrollbar present when using resolutions at or above 1280 x 800? Resolutions at or above 1280 x 800 should not require a horizontal scrollbar at any time. However, web pages may scroll horizontally on monitors with a screen resolution of 1024 x 768 or less, as long as they remain usable and navigable.
	

	Are in-page modals used wherever possible? The use of pop-up and modal windows is highly discouraged and should be reserved for cases when no other solution is possible (e.g. inline help).
	

	If a link opens in a new tab or pop-up window, is it placed within the page content area and not on the primary navigation?
	

	Is all text displayed using the Roboto font face, with a fall back to Arial, and then the default Sans-Serif font on desktop applications?
	



	[bookmark: _OPEN_SOURCE_APPLICATION][bookmark: OPEN_SOURCE_APP]SPREADSHEET APPLICATION CHECKLIST 
(Additional Testing Items)

	Action
	Completed

	Is the "About" worksheet included providing the following content?
· EPRI logo
· Software name, version, and EPRI product ID #
· EPRI copyright, Ordering information, Disclaimer notice (see EPRI Copyright Notice)
	

	Is the Preproduction Acceptance Splash Screen (see EPRI Copyright Notice) worksheet provided as the first worksheet opened, if the deliverable is Preproduction?
	

	Does a separate worksheet(s) provide test cases (or tutorial) covering the main functions of the spreadsheet? 
Note: This worksheet is not required if this information is provided in a software manual
	

	Are cells/worksheets locked containing formulas or instructions provided to prevent accidental changes to the intended calculation(s)?
	

	Is range checking implemented on all input fields to verify that user input meets the expected input criteria?
	

	Are error messages provided for rejected user inputs to assist the user in making an appropriate entry?
	

	[bookmark: _OWASP_SYSTEM_INSPECTION]OPEN-SOURCE APPLICATION CHECKLIST 
(Additional Testing Items)

	Action
	Completed

	Has the Open-Source application been approved by the EPRI Legal Department for all legal requirements (e.g. license, copyright, etc.)?  This approval is required prior to the SQA approval for submittal to GitHub.
	

	Is the license a Berkeley Software Distribution (BSD) license?  This is a permissive license with very few restrictions and permits reuse within proprietary software on the condition that the license is distributed with the software. A General Public License (GPL) is not supported by EPRI.
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