	
	
	



SSDF SAST & DAST Scan Requirements

The Secure Software Development Framework (SSDF) project presents the 2025 security scan requirements (e.g., SAST and DAST) for Desktop and Subscriber Website (SWS) deliverables:

	Deliverable Type
	SAST (Checkmarx)
	DAST (Qualys)

	Desktop – Published in 2024+ with Planned Updates
	Required prior to SQA Submittal Phase:
Developer scans code.
InfoSec. approves report.
	Not Applicable

	Desktop – Published in 2024+ with No Planned Updates
	Required - Sector responsible for annual scans while published in 2024+, until archived.
	Not Applicable

	Desktop – Published prior to 2024

	Optional as requested by R&D for current software.
	Not Applicable

	SWS – Active in 2024+ with Planned Updates
	Required prior to SQA Submittal Phase:
Developer scans code.
InfoSec. approves report.
	Required - SQA will perform scan at SQA Submittal Phase. Scan may be requested by PM/Developer prior to SQA submittal.

	SWS – Active in 2024+ with No Planned Updates
	Required - Sector responsible for annual scans while active, until decommissioned/archived.
	Required - SQA will scan during the SWS Annual Scan Cycle (April-June), until decommissioned/archived.



· Static Application Security Testing (SAST) with Checkmarx: Source Code Scanner 
· Dynamic Application Security Testing (DAST) with Qualys: Web Vulnerability Security Scanner
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